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Abstract—A vehicular digital twin (VDT) network can effec-
tively address the issues of autonomous vehicles by collecting
and processing the vehicle’s data on a digital twin. Nevertheless,
security is a primary concern due to the sensitivity of the data.
In this article, we propose a protocol to establish a secure
communication channel between vehicle and its corresponding
digital twin with the help of the communication service provider.
The analysis of the proposed protocol shows that it is robust
against attacks.

I. INTRODUCTION

In the recent years, vehicular digital twin (VDT) network
has become an emerging paradigm to address the issues of
the autonomous vehicles and can provide better services to
users [1]. The VDT is defined as the digital representation
of the physical vehicle on the cloud, which synchronizes
the vehicle sensitive data. By introducing the digital twin
technique, vehicles upload their sensitive data on digital twin
(process that data relying on cloud computing) via intra-
twin communication. Autonomous vehicles data is considered
sensitive and any modification in the data will lead to a
disaster. Then, the security is a major concern in intra-
twin communication. On the other hand, the security of all
classical communication have their limits in the sense that they
can never be unconditionally secure. To solve this problem,
the properties of quantum physics and quantum information,
in particular the no-cloning theorem [2] and monogamy of
entanglement [3] is utilized to achieve high levels of security
and privacy that are not possible using classical cryptography
[41-[71.

In this work, we propose the quantum-secured intra-twin
communication for VDT networks. This protocols establish a
secure channel between vehicle and its corresponding digital
twin with the help of the communication service provider
(CSP). The CSP in our protocol is semi-honest that means it
is allowed to misbehave on its own without any outside help.
We also show the robustness of the protocol against malicious
CSP and outside adversary.

II. SYSTEM MODEL

Our network model consist of vehicle, its corresponding
digital twin at the cloud, and communication service provider
(CSP) that can perform local operation and classical com-
munication. All participants are connected via quantum and

classical authenticated channel as described in Fig. 1. The
vehicle uploads the real time sensing data to its private digital
twin with the help of CSP, this type of communication is
named as intra-twin communication. CSP is responsible for
the resource management of intra-twin communication. It
generates and distributes GHZ states
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among the participants via quantum channel. After distribution
of the GHZ state, vehicle perform the verification to establish
a secure connection with the digital twin. Vehicle and its
corresponding digital twin work together in collaboration for
verification procedure with CSP. Once the secure connection
is establish vehicle encrypt his sensitive information with the
following unitaries:

1 0 1 0
Ky = {0 1} andK; = {0 _J

for encoding 0 and 1, respectively. After the encryption,
sensing data is available only to the digital twin.

‘GHZ> = (|000>abc + |1]‘1>abc) (l)

III. PROPOSED PROTOCOL

In this section, we present the quantum-secured intra-twin
communication protocol.

i) CSP prepares an N ordered GHZ state similar as in (1)
and divides them into three sequence, D,, Dy, and D.. The
Da, Dy, and D, composed of all the a, b, and ¢ photons in N
ordered GHZ state, respectively.

ii) CSP sends the sequences Dy, and D, to vehicle and digital
twin, respectively. The sequence D, is held by the CSP.

iii) Vehicle choose randomly a subset o of the N GHZ
states and basis either computational {|0),|1)} or Hadamard
{|+),|—)} for security checking. The basis for each measure-
ment and location of these & GHZ state are announced to each
participants.

iv) All participant performs a measurement in the announced
basis. CSP announced the measurement results first to Vehicle
via classical authenticated channel, then digital twin follows.
Vehicle complete the error rate analysis by comparing the
results. If the error rate is zero, they will continue with
the protocol otherwise they restart the protocol from the
beginning.
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Fig. 1. System Model.

v) After the verification setup, they discard the qubits that
are used for checking eavesdroppers. Vehicle choose a small
subset 8 of the (N — ) GHZ state to detect tampering of the
data and encrypt his information on the remaining photons by
applying unitaries Ky or Kj.

vi) All participant performs a measurement in Hadamard
basis. CSP and vehicle announced the results to digital twin.
The digital twin calculates the result.

vii) Vehicle announced the location of 5 subset of GHZ
state. The digital twin check if error rate is zero then data is
not tempered otherwise they discard the data and restart the
protocol.

IV. SECURITY ANALYSIS

Intra-twin communication is vulnerable against attack which
can effect the safe operation of VDT. In this section, we
analyze the security of the proposed protocol. We consider
the security of intra-twin communication in two different
scenarios:

1) The outside adversary attacks the protocol during the
transmission of quantum resources or the CSP attacks the
protocol during the preparation of the quantum states.

2) The CSP attacks the protocol by tampering with the data
by announcing false measurement results or applying random
unitaries.

In the first scenario, the sequences D, and D, are trans-
mitted only once during the whole process of the protocol
via quantum channel. Therefore, this is the only chance for
CSP or outside adversary to carry out their attacks. This
means that adversaries have to perform active attacks (e.g.

intercept and resend attack or man in the middle attack etc.)
to get the private information. CSP can perform the attack by
preparing false state other than GHZ state to capture the data.
While the outside adversary can perform the attack during the
transmission of the GHZ state from CSP to vehicle and the
digital twin. However, any misadventure by outsider adversary
or CSP will introduced errors and the state will no longer
in (1). The state will be in GHZ state, if and only if it
satisfy both of the following conditions: 1) when all participant
measure their qubits in computational basis and measurement
outcomes are same, and 2) when measurements are performed
in the Hadamard basis by all the participants and sum of the
measurement outcomes are 0 modulo 2. So, both of these
attack will be detected during the verification setup (iii & iv)
of the GHZ state.

In the second scenario, the CSP can perform the attack by
applying unitaries or announcing false measurement results.
This attack can modify the data send by the vehicle to its
corresponding digital twin. However, any manipulating of the
data will be detected during the last three steps of the protocol.

V. CONCLUSION

We have proposed a quantum-secured intra-twin commu-
nication protocol for vehicular digital twin networks. The
proposed protocol established a secure connection between
the vehicle and its corresponding digital twin with the help of
CSP. Furthermore, the security analysis is provided to show its
robustness against the malicious CSP and outside adversary.
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